Session 2

Cloud applications for Humanities and Social Sciences

Chris Geroux

Chris has been using HPC since 2005 and joined ACENET in 2015, with a focus on Big Data and cloud.
He has a PhD in astronomy working on computational fluid dynamics models of stars, which continued with
similar work at post doctoral position at the University of Exeter.

Chris's primary focus at ACENET has been helping researchers work with the Compute Canada clouds
and is a part of Compute Canada's notional cloud team. He has played a large role in much of the national
public-facing cloud documentation. He is also involved in teaching workshops on parallel computing,
Python, and cloud.
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Goal of Talk

By the end you will:

Have a high level understanding of what a cloud is

Have a rough idea of what a cloud workflow looks like

Know some common ways that a cloud is used in HSS

Know the difference between dynamic and static websites

Know some important points to consider when planning a website
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What is a cloud?

e The word cloud has many different

meanings
e Cloud apps: gmail, calendars,
docs etc.
e Cloud hosting: to host your
websites
e Cloud infrastructure: cloud
computers

e Physically, a cloud is a bunch of computers that can be access remotely
through, apps, and remote connection tools
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What is a Virtual Machine (VM)?

Resources

e A simulated computer 7

computer

e May use only part of a
physical computer

e May use a different
operating system than
physical computer
running VM

e Can run VMs on your
laptop
(see virtualbox.orq)
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https://www.virtualbox.org/

Cloud Service Levels

Web Services
(google drive, gmail, wordpress)

Software as a Application

Service (SaaS)

Platform as a
Service (PaaS)

Infrastructure
as a Service (laaS)
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Compute Canada clouds are laaS

e |aaS allows great flexibility
e Requires more effort & knowledge than PaaS or SaaS clouds
o Manual setup and configuration of VMs
o VM maintenance (updates/log surveillance)
o Migration between VM operating system major versions
e Allows great flexibility:
o Choice of Operating System
o Choice of hardware configuration
e Compute Canada would love to offer more than laaS (PaaS or SaaS) but
currently lack required personal & funding
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Compute Canada clouds

Our clouds are laaS

Arbutus

e 484 nodes (16,008 cores)
e 05.3PB+ 12 PB storage
e 153.5TB RAM

Cedar Cloud

e 32 nodes (1024 cores)
500 TB storage
7.5 TB RAM
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East

e 36 nodes (576 cores)
e 100 TB storage
4.5 TB RAM

Graham

e 24 nodes (768 cores)
e 84 TB storage
5.5 TB RAM
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Cloud Operating System - OpenStack

O

‘ £ Login - OpenStack Dashboard X +
|« C @ arbutuscloudcomp.. o @ % O @ @ 0Q . 0O |
e A cloud operating system is used
to manage
o VM creation, deletion
o storage &ff
w
: w777 arbutus
o networking H:%\ cloud
O resource quotas
o billing _
Log in
e Compute Canada clouds use
the OpenStack.org cloud e

cgeroux

operating system

e Compute Canada clouds are free
for researchers from recognized
Canadian academic institutions | &=

Password
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https://www.openstack.org/

OpenStack - Creating VMs

= (] X
]
2= Instances - OpenStack Dashboar X -+

<« > C & arbutus.cloud.computecanada.ca/project/instances/ Q % 0@ @ 0 . (4]

Launch Instance

Please provide the initial hostname for the instance, the availability zone where it will
be deployed, and the instance count. Increase the Count to create multiple instances
& with the same settings.
Source
Instance Name * Total Instances

36 Max
Flavor * ( )

Networks Description 64%

Network Ports

) Availability Zone H 22 Current Usage
Security Groups B1 Added

Any Availability Zone 13 Remaining
Key Pair
count *
Configuration

1
Server Groups

Scheduler Hints

Metadata

% Cancel Next > & Launch Instance
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Working with VMs

e SSH
o Commands to configure VM
o Commands to update VM
e SFTP . =5

File Commands Mark Session View Help

o Transferring/Editing files
e Can have GUI desktops
o Install desktop (e.g. MATE)
o Install VNC to allow remote :

desktop connections

> Terminal

g'what—zan—l—dOVW|th~a—vm,md
Q'website»optionsmd

s-are-iaas.md

& atlas-of-traditional-inuit-knowledge.md
Q'archaeology.md

|i6478”07f76,87 KB in LOle, & SFTP-3 0:57:17

PR .
=- : WinSCP, MobaXterm , ' 6 : FileZilla
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https://www.putty.org/
https://mobaxterm.mobatek.net/
https://filezilla-project.org/
https://mate-desktop.org/
https://docs.computecanada.ca/wiki/VNC
https://www.putty.org/
https://mobaxterm.mobatek.net/
https://www.idownloadblog.com/2019/04/19/ways-open-terminal-mac/

What can | do with a VM?

e What can | do with a computer?
o Desktop GUI, watch movies, listen to music, browse the web
(possible, but maybe your laptop would be better?)
o Store data, host websites, run web-scrapers
(probably better on a VM)
e \What are researchers doing on CC clouds?
o Scrape data from web (e.g. curl, wget,Beautiful Soup)
m Run programs at scheduled times (e.g. cron)
o File sharing/storage (e.g. Globus, sftp, htip)
o Running web-servers
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https://curl.haxx.se/
https://www.gnu.org/software/wget/
https://www.crummy.com/software/BeautifulSoup/bs4/doc/
https://en.wikipedia.org/wiki/Cron
https://docs.computecanada.ca/wiki/Globus
https://en.wikipedia.org/wiki/SSH_File_Transfer_Protocol
https://httpd.apache.org/

What is a web-server?

Web-server
sending out html
for yoursite.ca

The Internet

yoursite.ca => 206.113.222.122 192 168.1 1

206.113.222.122

192.168.1.103
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Atlas of traditional Inuit knowledge

Dr. Claudio Aporta
DalhOUSIe UnlverSIty A Placenames Hertage Travel Routes & Gathering Places B More.,,
ntkp.ca
Uses ArcGIS e >
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http://www.ntkp.ca/
http://www.esri.com/en-us/arcgis
https://acenet-arc.github.io/cloud_apps_in_hss/slides/www.esri.com

Diversity Cape Breton

— O X
& Welcome to the diversitycapebre X -
<« C @ Notsecure | diversitycapebreton.ca # 0O @ @ Q . [+]
& Home ﬁbgut \Collecvtions A\nteractive Rvesources Links & & Blog

Dr. Marcia Ostashewski
Cape Breton University
diversitycapebreton.ca 3

Uses /slandora.ca
o Drupa[ CMS & Welcome to the diversitycapebreton.ca Web Portal!

ersitycapebreton ca

O F e d ora Re p (015 | to ry Sharing & Celebrating the Diversity of Cape Breton Island

diversitycapebreton.ca is a living, interactive multimedia resource. It houses and presents research
about the contributions of diverse ethnocultural groups to the social and cultural landscape of
Cape Breton Island.

BROWSE
Survey the digital archive, where community partners store, share
and protect their documentary materials.

EXPLORE
Delve into the learning space with technology-
enriched interactive resources. Find exhibitions, virtual tours,
teaching materials and more! =

_ /7 ACENET info@ace-net.ca computecanada

accelerate discovery www.ace-net.ca regional partner
/


http://diversitycapebreton.ca/
https://islandora.ca/
https://www.drupal.org/
https://duraspace.org/fedora/

Halifax Literary Landmarks

Dr. Kate Scarth

UPEI
halifaxliterarylandmarks.ca
Uses Omeka
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Q All Landmarks | Halifax Literary L. X <+

(& @ halifaxliterarylandmarks.ca/items/browse/

%* O@ =0 @O

i LA

Search = MENU

= (m] X

All Landmarks: 13

Al  Tags Sitewide Search  Landmark Search

1 of 2

NEXT
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https://halifaxliterarylandmarks.ca/
https://omeka.org/

Cantus Ultimus

& Cantus Ultimus — Einsiedeln, Klc X -+

< C @ cantussimssa.ca/manuscript/16/2folio=001r * O @ B 0 . [+ ]

Y A Iarge international team = (Cantus Ultimus > Einsiedeln, CH-E 611

. . = 4+ Zoomlevel: 2.00 Folio 001r (3 of 573) Go B & X wenuscrotinfo
e Local involvement: ) |
. . Ho A Previous Folio Next Folio ¥
O J e n n Ife r Ba I n »'F, . Folio 001r Search Manuscript ‘
' \
Chants

o Barbara Swanson
Dalhousie University
cantus.simssa.ca

e Technologies used
unknown

Ecce dies venient*

Rorate caeli desuper*®

Ecce nomen domini venit de

Ecce venit rex occurramus obviam

Hora est jam nos de

Nox praecessit dies autem appropinquabit
Bethleem non es minima in
Scientes quia hora est jam

Aspiciens a longe ecce video
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https://cantus.simssa.ca/

Archaeology with drones

e Amanda Crompton, Marc Bolli
SMU, MUN
VM received data stream from
drone in the field. Immediate
photomosaic construction
which feeds back to field work.

e Used to identify anthropogenic
landscapes

e No website.
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Dynamic websites

e Typically also Content Management Systems (CMSs)
e Usually written in PHP (Hypertext Preprocessor)
o Web-server generates HTML on the fly
e Often require a database (e.g. MySQL ) to store:
o User information
o Page data
o Other data required by CMS to function
e Popular CMSs
o WordPress, Drupal, Joomla, Omeka, MediaWiki
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https://www.php.net/
https://www.mysql.com/
https://wordpress.com/
https://www.drupal.org/
https://www.joomla.org/
https://omeka.org/
https://www.mediawiki.org/wiki/MediaWiki

Dynamic websites - Capabilities

e Custom content per visitor e.g.
o Admin pages to edit/configure the site
o Shopping carts in online stores
o Account balances
e Database can be changed in response to user input
o Create new pages
o Place orders
o Paying bills
e Files can be uploaded/created by the site on the VM
Site (and the VM) can be modified directly through the site itself
Generally CMS are complex
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Dynamic websites - Implications

Security becomes very important
Visitors to the site can potentially modify it and the VM
Logins need to be secured (Brute-force attacks)
Sensitive data (e.g. passwords, card numbers)
must be encrypted (H T TPS)
e \Very important to keep CMS and all plugins up-to-date to avoid at least the
publicly known exploits
o Avoid plugins as much as possible
o If you must use plugins ensure they are:
m From reputable sources
m Actively maintained
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https://en.wikipedia.org/wiki/Brute-force_attack
https://en.wikipedia.org/wiki/HTTPS

Dynamic websites - But not me, right?

e Butlam not a bank do | need to worry?
o Yes! Botnets/hackers want control as many machines as possible
o Allowing them to perform larger distributed attacks
e Examples from personal experience with server security:
o My first Linux server
m SSH brute-force attacks in the logs
o Several successful SSH brute-force attacks on CC cloud VMs
o A Drupal site | helped administer was hacked
(and then rebuilt from backups)
e Are their alternatives to dynamic websites?
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Static websites

Static sites are the original websites (HTML in the 1980s-1990s)
Static files not generated by web-server
Suitable when one set of content for all visitors is acceptable
Can have dynamic elements using javascript
Traditionally hand crafted by web-developers
More recently there are static website generators

o Create static files from markdown

o Use either pre-made or custom themes

o Custom themes require html/css/javascript knowledge
Popular static website generators:

o Jekyll, Hexo, Hugo, Octopress, Pelican
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https://www.w3schools.com/js/
https://en.wikipedia.org/wiki/Markdown
https://jekyllrb.com/
https://hexo.io/
https://gohugo.io/
http://octopress.org/
https://docs.getpelican.com/en/stable/

Static sites - These slides are a static website

e Uses the Jekyll static website generator, with a custom theme

e Two HTML templates
e Some CSS
e And a little javascript so arrow keys change slides

layout: slide

title: "Static sites - These slides are a static website"
prevslide: static-sites-overview

nextslide: static-sites-simpler

* Uses the [Jekyll] (https://jekyllrb.com/) static website generator, with a
custom theme
* Two [HTML] (https://www.w3schools.com/html/) templates
* Some [CSS] (https://www.w3schools.com/css/)
* And a little [Javascript] (https://www.w3schools.com/js/) so arrow keys
change slides
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https://jekyllrb.com/
https://www.w3schools.com/html/
https://www.w3schools.com/css/
https://www.w3schools.com/js/

Static sites - Jekyll examples

Jekyll showcase

Vesterheim
The Natiorsad Nocweglan-Amesican
Museun & Heriage Corner

=)

Browse Our Exhibits

Main Building Heritage Park Special Exhibits Traveling Exhibits

- [— " Our Main Building

This site can help you determine if
; filing a FOIA request is the best

option for you and help you create

your request when you're ready.

= » ioh

https://www.foia.gov/ https://vesterheim.org/
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https://jekyllrb.com/showcase/

Static sites - Simple

"Everything should be made as simple as possible, but no simpler”
~Albert Einstein

e |[f you don’t need a dynamic website don’t use one
e You might need a dynamic website if:
o Visitors need to create content
o Unique personalized information needs to be displayed
e Static websites:
o Easy to backup; save your source folder
o Easy to migrate; save generated HTML to your desktop
o [Easy to keep entire site under version control (e.g. gif)
o Easy to set up (no SSL, no databases)
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https://git-scm.com/

Maintenance, Security, and Backups

e Ensure you can rebuild:
o Keep notes on all commands used during setup
o Backup non-reproducible data (e.g. site content)
e Eventually you will have to rebuild
o Reinstall on next operating system major version
o In case server is compromised.
Keep operating system updated
Dynamic sites
o Keep CMS updated
o keep all plugins updated
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Next steps

e Slides viewable here cgeroux.qgithub.io/cloud apps in hss
Source (Markdown,HTML,CSS,Javascript) at my github repo.
Have a look at the Cloud from A to Z workshop content

o Introduces using an OpenStack cloud
o Creating a web server and a Jekyll site
e To get started:
o Geta CC account + cloud project
o Read our cloud docs
o Qurdocs on setting up an Apache?2 web-server
o Look into Jekyll or another static website generator
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https://cgeroux.github.io/cloud_apps_in_hss/slides/title.html
https://github.com/cgeroux/cloud_apps_in_hss
https://acenet-arc.github.io/cloud_from_a_to_z/
https://www.computecanada.ca/research-portal/account-management/apply-for-an-account/
https://docs.computecanada.ca/wiki/Cloud#Getting_a_Cloud_project
https://docs.computecanada.ca/wiki/Cloud#Using_the_Cloud
https://docs.computecanada.ca/wiki/Creating_a_Webserver_on_CC-Cloud
https://jekyllrb.com/docs/
https://snipcart.com/blog/choose-best-static-site-generator

Housekeeping

The presentation, but not the discussion portion of
this session will be recorded.

Cet atelier est enregistré, a I'exception de la période
de questions.

Please stay muted unless asking a question. We will
be taking on-mic questions at the end, if you have
one, use the raise hand button in the reactions
menu, or the participants menu (It will be in a
different location depending on whether your Zoom
is up to date), then you will be invited to ask your
question on mic.

Fermez votre microphone. Il y aura une période de
qguestions de vive voix a la fin de I'atelier. Si vous
avez une question, cliquez sur Réactions ou
Participants dans la barre inférieure de la fenétre
Zoom, puis sur Lever la main et attendez qu’on vous
invite a parler.

During and after the session you can put questions
in the slack workspace chat. The channel for this
session is “session-2”". We have helpers watching
that channel who will be answering questions
throughout the session and will direct pertinent
questions towards the presenter as well. If we do not
get all the Slack questions answered during the
session we will continue to answer them in Slack
after the zoom session ended.

A tout moment, vous pouvez poser une question par
écrit dans I'espace de clavardage Slack, sur le canal
“session-2”. Vous pourrez recevoir une réponse
immeédiatement ou votre question sera communiquée
a la personne qui dirige I'atelier. Nous resterons
disponibles sur Slack aprés la présentation pour
répondre aux questions qui n'auront pas été traitées.
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Housekeeping

We will be reserving the zoom chat for technical
difficulties only, it is located at the bottom of your
screen near your main zoom controls, if you are
having technical difficulties with Zoom please let us
know in the Zoom chat.

L'espace de clavardage de Zoom est réservé aux
messages de nature technique. Pour rapporter un
probleme, cliquez sur Discussion dans la barre
inférieure de la fenétre,

For this session you are invited to ask your
questions in English or French.

Vous pouvez poser vos questions en frangais ou en
anglais.

Slides for this presentation are being shared in both
English and French. click on the “View Options”
button at the top centre of your screen and select
your preferred language from under “shared
Screens” in the drop down menu. If you are having
trouble switching between the slides please click the
raise-your-hand button, or let us know in the Zoom
chat and one of our helpers will assist you via private
zoom chat.

Les diapositives sont présentées en francais et en

anglais. Pour sélectionner la langue des diapositives,

cliquez sur le bouton Options d’affichage en haut de
la fenétre principale de Zoom et sélectionnez un des

deux écrans partagés dans un sous-menu déroulant.

Si vous avez des problémes a faire afficher les
diapositives dans la langue que vous voulez, cliquez
sur le bouton de la main levée ou utilisez la fonction
de clavardage et quelgu’un vous aidera.
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